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Welcome to the latest 
installment of “EduBits,” 

your quarterly pipeline to new 
and exciting happenings in the 
world of ACM Education. In this 
edition, a new framework for K-12 
CS education, and the first report 
from the ACM Joint Task Force on 
Cybersecurity Education, as well as 
a roundup of Ed Board and Council 
membership changes

Framework for K–12 CS 
Education

BY MEHRAN SAHAMI  
AND PAT YONGPRADIT 

As interest and growth in K-12 com-
puter science education spreads, 
states and school districts are asking 
a common question: What should all 
students know and be able to do in 
K-12 computer science? In late 2015, 
the ACM, Computer Science Teachers 
Association (CSTA), Code.org, Cyber 
Innovation Center (CIC), and the 
National Math and Science Initia-
tive (NMSI) joined forces to steer a 
process to build a framework to help 

answer such questions.
More than 100 members of the 

computing community (higher edu-
cation faculty, researchers, and K-12 
teachers, many of whom are also serv-
ing as writers for the framework), sev-
eral states and large school districts, 
technology companies, and other 
organizations are involved in the effort 
to develop the conceptual guidelines 
for states and districts creating a K-12 
pathway in computer science. The 
goal is to generate a high-level frame-
work for computer science instruction. 
The framework identifies the core 
concepts and practices of K-12 com-
puter science, and includes statements 
that detail powerful ideas in computer 
science for students exiting grades 2, 
5, 8, and 12. The framework provides 
guidance to states or districts who 
want to design their own standards, 
curriculum, assessments, or teacher 
preparation programs. This effort is 
not about developing standards—it 
will be left up to others (CSTA/states/
districts) to do that. 

Underpinning this effort is the 
belief that computer science provides 
foundational learning benefiting ev-
ery child. This work is about defining 
the basic expectations for what every 
student should have a chance to 
learn about K-12 computer science to 
prepare for the emerging demands 
of the 21st century—not just to major 
in computer science or secure jobs as 
software engineers, but to be compu-
tationally literate in all careers.

On October 18, 2016 ACM and its 
partners released the Framework for 
Computer Science Education in US 
K–12 Schools [3].

Update from the ACM 
Joint Task Force on 
Cybersecurity Education

BY ELIZABETH K. HAWTHORNE 

As interest and growth in K-12 com-
puter science education spreads, 
states and school districts are asking 
a common question: What should all 
students know and be able to do in 
K-12 computer science? In late 2015, 
the ACM, Computer Science Teachers 
Association (CSTA), Code.org, Cyber 
Innovation Center (CIC), and the 
National Math and Science Initia-
tive (NMSI) joined forces to steer a 
process to build a framework to help 
answer such questions.

The Joint Task Force on Cyberse-
curity Education (JTF) was chartered 
by the ACM Education Board in Sep-
tember 2015 with the express pur-
pose of developing comprehensive 
undergraduate curricular guidance in 
cybersecurity education to support 
future program development and 
associated educational efforts [1].  
The JTF is a collaboration among ma-
jor international computing societies: 
Association for Computing Machin-
ery (ACM), IEEE Computer Society 
(IEEE-CS), Association for Informa-
tion Systems Special Interest Group 
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on Security (AIS SIGSEC), and the 
International Federation for Informa-
tion Processing Technical Committee 
on Information Security Education 
(IFIP WG 11.8). The JTF grew out of 
the foundational efforts of the Cyber 
Education Project (CEP) with its 
members continuing to collaborate 
with the JTF. Since the fall of 2015, 
the JTF has been quite busy, and this 
column provides an update on both 
its progress and future plans.

The task force members’ first 
order of business was to agree upon 
a working definition of cybersecurity. 
Getting a jump start from the CEP, 
the JTF defines cybersecurity as a 

computing-based discipline 
involving technology, people, 
information, and processes to 
enable assured operations. It 
involves the creation, opera-
tion, analysis, and testing of 
secure computer systems. It is 
an interdisciplinary course of 
study, including aspects of law, 
policy, human factors, ethics, 
and risk management in the 
context of adversaries [1].

Over the last 18 months, the JTF 
has been busy engaging industry, aca-
demia, and government communities 
in its ongoing work. A complete list of 
previous and upcoming community 
engagement activities is available on 
the JTF website [1], including the 2015 
NICE conference, 2015 Pre-ICIS Work-

shop on Security & Privacy (WISP), 
2016 National Science Foundation 
Cyber Corps PI Meeting, 2016 ACM 
SIGCSE conference, 2016 Women in 
Cybersecurity conference (WiCyS), 
2016 National Cyber Summit, 2016 
Americas Conference on Information 

Systems (AMCIS), 2016 Community 
College Cybersecurity Summit (3CS), 
and the 2016 International Security 
Education Workshop (ISEW).

At the annual ISEW sponsored by 
Intel Education, the JTF held a two-
day, intense community engagement 
event with over 70 cybersecurity edu-
cators and practitioners from across 
the globe, including Australia and 
South Africa. The ISEW was co-locat-
ed with the 20th anniversary of the 
Colloquium for Information Systems 
Security Education (CISSE) in Phila-
delphia, PA. The ISEW was organized 
around a combination of interactive 
panel discussions and group breakout 
sessions.

Group breakout session at ISEW 2016.

International panel at ISEW 2016.

At the annual ISEW sponsored by  
Intel Education, the [Joint Task Force] 
held a two-day, intense community 

engagement event with over 70 
cybersecurity educators and 

practitioners from across the globe, 
including Australia and South Africa.
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The panel sessions were designed 
to seed thought and discussion for 
the breakout groups. These breakout 
groups were organized around the 
nine draft knowledge areas (KAs) 
from the CEP learning outcomes 
committee [2]: 1) Cyber Defense, 2) 
Cyber Operations, 3) Digital Fo-
rensics, 4) Cyber Physical Systems, 
5) Secure Software Engineering, 
6) Cyber Ethics, 7) Cyber Policy, 
Governance, and Law, 8) Cyber Risk 
Management, and 9) Behavioral Sci-
ence. Each group was charged with 
providing feedback on the proposed 
content of each KA listed below. 

First Draft of the Cybersecurity 
Knowledge Areas from the CEP 
Learning Outcomes Committee
•  Cyber Defense KA includes topics 

such as cryptography, data securi-
ty, network security, and informa-
tion assurance. While the technical 
skills required for defensive cyber 
operations and offensive cyber 
operations are very similar, the 
focus of topics in this KA is on 
the protection of, rather than the 
exploitation of, information and 
information systems.

•  Cyber Operations KA includes 
topics such as cyber attack, pene-
tration testing, cyber intelligence, 
reverse engineering, and crypt-
analysis. While the term “cyber 
operations” may generally apply 
to both offensive and defensive 
operations, the intent here is to 
exclude topics primarily focused 
on the protection of information 
and information systems. 

•  Cyber Physical Systems KA 
includes technology-focused topics 
such as Supervisory Control and 
Data Acquisition (SCADA) systems, 
the Internet-of-Things (IoT), and 
other emerging cyber technologies 
not addressed in the other KAs.

•  Digital Forensics KA includes 
topics such as embedded systems, 
cloud computing and mobile 
forensics, as well as forensic 
science, investigations, big data 
visualization, incident response, 
cybercrime, and related law.

•  Secure Software Engineering 
KA includes topics such as secure 
systems design, secure coding, and 
the deployability, maintainability, 
and usability of secure information 
systems.

•  Cyber Ethics KA includes topics 
such as ethical use of information 
systems, privacy and anonymity, 
intellectual property rights, pro-
fessional responsibility, and global 
societal impacts.

•  Cyber Policy, Governance, and 
Law KA includes topics such as 
government and institutional cyber 
policy and practices, regulatory 
compliance of cyber systems and 
operations, and law.

•  Cyber Risk Management KA 
includes topics such as cyber resil-
ience, mission assurance, disaster 
recovery, business continuity, 
security evaluation, and cyber 
economics.

•  Behavioral Science KA includes 
topics such as adversarial thinking, 
human behavior and psycholo-
gy related to cyber systems and 
operations, social engineering, 
social networks, human-computer 
interaction, and organizational 
behavior.

As a result of processing the 
expert feedback received through all 
community engagement activities, 
the members of the JTF have devel-
oped a curricular thought model, a 
modification of the Next Generation 
Science (NGS) Standards developed 
by the U.S. National Research Coun-
cil [4]. The JTF curricular model like 

the NGS framework includes “core 
ideas,” “cross-cutting concepts,” and 
“practices.” Furthermore, the JTF 
extends the NGS framework with 
cybersecurity “focus areas” that are 
connected to “practices,” as depicted 
in the ACM JTF cybersecurity curric-
ular model.

The cybersecurity “core ideas” will 
be the finalized knowledge/domain 
areas, which are still a work-in-prog-
ress. Also subject to refinement are 
the “cross-cutting concepts” that 
currently include adversarial thinking, 
risk, confidentiality, integrity, avail-
ability, and access control. The JTF 
defines “practices” as the combina-
tion of cybersecurity knowledge and 
skills connected to “focus areas.” 

While developing its three-dimen-
sional model, the JTF is in the process 
of reconsidering the proposed nine 
knowledge areas, and seeks input 
through an online survey and other 
community engagement opportuni-
ties, such as the 2017 ACM Technical 
Symposium on Computer Science 
Education (SIGCSE) in Seattle, Wash-
ington. If you are unable to attend 
SIGCSE 2017 next March and wish to 
engage with us, visit the JTF website 
[1] to stay up to date on our arti-
facts, future engagements, and the 
official first draft of our cybersecurity 
curricular guidance. Also through 
our site, you can contact us with 
your thoughts and suggestions. We 
welcome your input.

ACM JTF Cybersecurity Curricular Model



acm Inroads • inroads.acm.org  11

NEWS

Thanking Ed Board and 
Council Volunteers 

BY YAN TIMANOVSKY 

At the recent ACM Education Council 
meeting in San Francisco, California, 
changes were afoot. Mehran Sahami, 
recently re-appointed to another term 
as Co-Chair of the Education Board 
(along with Co-Chair Jane Prey), be-
gan proceedings by thanking several 
Ed Board and Council guests for their 
considerable service to ACM Educa-
tion. Several longtime members of the 
Board transitioned to Advisor roles on 
the Education Council: Dan Garcia (AP 
CS Principles project), John Impagli-
azzo (IT2017 and CE2016 curricular 
projects), and Heikki Topi (MSIS2016 
and data science). The group also 
thanked Alison Clear for her work on 
the Council as she transitioned to an 
Advisor role on the CC2020 curricular 
volume, and Don Gotterbarn for his 
service as an ACM representative to 
the ICCP (Institute for Certification of 
Computing Professionals). Each re-
ceived a special ACM crystal pyramid.

In addition to thanks, there were a 
number of “promotions.” The Ed Board 
welcomed new members Valerie Barr 
of ACM-W and Union College, Scott 
Buck of Intel, and Alison Derbenwick 

Miller of Oracle Academy, all of whom 
were previously serving on the Edu-
cation Council. Elizabeth Hawthorne 
was announced as the new Vice-Chair 
of the Education Board. Cara Tang 
now represents the (ACM Committee 
for Computing Education in Commu-
nity College (CCECC) as Chair of that 
group. Other new faces include Jen-
nifer (“Ginger”) Alford, representing 
SIGGRAPH, and Pat Yongpradit, repre-
senting Code.org. SIG representatives 
Michelle Craig and Mark Allen Weiss 
(SIGCSE), and Mihaela Sabin (SIGITE), 
who sent their regrets for this meeting, 
are also new members.  
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While developing its three-dimensional model, 
the [Joint Task Force] is in the process of 

reconsidering the proposed nine knowledge areas, 
and seeks input through an online survey  

and other community engagement opportunities, 
such as the 2017 ACM Technical Symposium  
on Computer Science Education (SIGCSE) in 

Seattle, Washington.


